SNMP

SNMPv2

Konfiguration

snmp-server contact Jehrlander
snmp-server location Vidavarlden

snmp-server user SNMP_READUSER network-operator auth sha-512 xxxxxx priv aes-128 xxxxx localizedV2key

snmpwalk / OID / MIB

Det gar att 6vervaka specifika MIB:ar via SNMP for att punktbevaka exempelvis ett interface.

Forst behéver man hitta OID-strangen for det interfacet, gér det med snmp-walk:

snmpwalk -Os -c v2communitystring -v 2c¢ sw-nxos.jehrlander.net .1.3.6.1.2.1.2.2.1 | grep Ethernet1/45

ifDescr.436230144 = STRING: Ethernetl1/45
Nu har vi stréngen 436216320 som ar unik for Eth1/45. Da kan vi fa ut samtliga varden for det
interfacet med snmpwalk -Os -c v2communitystring -v 2c sw-nxos.jehrlander.net .1.3.6.1.2.1.2.2.1 | grep

436230144 .

Lagg till en extra siffra pa slutet, efter .2.1, ex. .8 for att enbart se ifOperStatus . Man far prova sig
fram.

SNMPv3

Bra template saxat fran reddit:

I SNMP Roles

role name snmp-read-only


https://www.reddit.com/r/networking/comments/1ndfe5w/template_for_configuring_snmpv3_on_cisco_nexus/ndk0kja/

description SNMP read-only role
rule 1 permit read feature snmp
!
! SNMP Access List
ip access-list { {ACCESS_LIST}}
permit ip host {{IP}} any
permit ip {{SUBNET}}/{{MASK_PREFIX}} any
!
snmp-server globalEnforcePriv
!
snmp-server user {{SNMP_READ_ONLY_USER}} snmp-read-only pwd_type 6 auth sha {{SHA KEY}} priv
{{PRIV_KEY}}
snmp-server user {{SNMP_READ_ONLY_USER}} use-ipv4acl {{ACCESS_LIST}}

Formodligen vill man anvanda battre krypteringsalgoritmer, sa anvand auth sha-256 och priv aes-
256 .
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